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Terms and

Conditions for Use of the Mox app

You must read these terms along with our Personal Information Collection Statement,

Privacy Policy

(each of which can be found in the Mox app and/or on our website) and any

other terms we may provide to you.

You agree to these legal terms by using the Mox app on your device.

1. The Mox app

(a)

The Mox app is for your personal use and provides you with access to our
products and services. Those products and services are available at our
discretion and subject to separate legal terms we will provide to you.

We are a Hong Kong bank, and only provide products and services via the Mox
app to persons who reside in Hong Kong. We do not intend to distribute them to
any persons, or for the Mox app to be used, in any country where it would breach
Hong Kong law or any local law or regulations.

The Mox app is available to download for free from the App Store on one device
owned by you which runs Apple’s iOS or Google’s Android operating system.

You’'ll need an active internet connection to download and use the Mox app.

You’re responsible for any fees charged by your internet or mobile service
provider relating to your use of the Mox app. If you're going overseas, you should
check if your service provider will charge you any additional fees for using the
Mox app overseas.

We may use your mobile phone number and/or email address you registered
with us to send you SMS codes and any information relevant to your use of or
access to the Mox app.

2. Registering a Device

(a)

(b)

Mox Bank Limited

Your device will be registered with us as soon as you download the Mox app,
even if you haven’t accepted our terms and conditions and we haven't yet
approved the products or services you’re applying for.

You can log in to the Mox app on your device by providing your passcode or
using any biometric authentication method provided by your device provider (if
activated on the Mox app), which we will use to verify your identity (along with
any other relevant information or documents you provide us).

You can change your login settings or passcode at any time while signed in to
the Mox app.

If you change your device, you'll have to re-register your new device and your old
device will be automatically de-registered.

Hong Kong") (Comg
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3.

Protecting Your Device and the Mox app
To keep your device and the Mox app secure, you must:

(a) use a passcode, biometric authentication method or other method provided by
your device provider to access your device;

(b) ensure only your biometrics are registered on the device;

(c) not choose a Mox app passcode that contains numbers associated with you
(such as your date of birth, telephone number or vehicle number plate) or the
PINs for accessing other services (such as your wifi or email accounts);

(d) not use face ID to access the Mox app if it may not be a secure or reliable way to
authenticate your identity (e.g. if you have an identical twin sibling);

(e) not share your Mox app passcode with any person, or write it down on your
device or on anything usually kept with or near it. Any other person who uses
your Mox app passcode to access the Mox app on your device will be able to act
on your behalf and you will be responsible for anything they do;

() change your device and Mox app passcodes regularly to prevent any
unauthorised access to your device and the Mox app;

(9) keep the device safe, secure and in your own custody. In particular, do not leave
your device unattended while you are logged in to the Mox app; and

(h) delete the Mox app and remove your Mox Card from the digital wallet before you
sell, recycle, discard or permanently give your device away or when all your
accounts with Mox are closed. You should also remove your Mox Card from the
digital wallet when you give your device to someone else temporarily (for
example, for repairs).

You must let us know if you find or believe that:

(a) any other person knows your Mox app passcode or has managed to unlawfully
access your Mox app;

(b) your device has been compromised, lost or stolen; or
(c) unauthorised transactions have been conducted over your accounts.

You will be liable for all losses if you have acted fraudulently, with gross
negligence or have failed to inform us as soon as reasonably practicable after you
find or believe that your Mox app passcode or device for accessing the Mox app
has been compromised, lost of stolen, or that unauthorised transactions have
been conducted over your accounts, including if you have failed to follow the
safeguards and or meet your obligations set out in this clause 3 and your failure
has caused the loss.

For additional security, we recommend:
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protecting your device from malware by being wary of suspicious emails and
hyperlinks and downloading only known or trusted software, setting strong
passwords and keeping the operating system and software of your device up-to-
date; and

enabling or installing remote wipe functionality (i.e. the ability to send a command
to your device that will completely remove all the data stored on the device) on
your device in case it is lost or stolen.

4, Mox app Updates

(a)

(b)

We may update the Mox app from time to time, including by making
enhancements, adding new features or carrying out security updates.

Sometimes we may require you to update the Mox app before you continue
using it.

You should:

(i) keep the operating system of your device up to date. We will notify you in
advance before we stop supporting a version of an operating system and
remind you to update your device’s operating system; and

(i) keep the Mox app up to date. Otherwise, certain features of the Mox app
might not work as intended. If you can, we recommend turning on
automatic app updates in your device settings.

5. Mox app Availability

(a)

(d)

The Mox app may be temporarily unavailable when we’re conducting essential
maintenance or system upgrades. We’ll let you know when we plan to do so and
for how long the Mox app will be unavailable (if at all).

The availability of the Mox app is dependent on the reliability and availability of
third party service providers including software, network and other service
providers that enable your access to the Mox app.

If any third party service is required for your use of the Mox app, you will comply
with the terms of use applicable to that third party. For example, the Mox app
uses Google Maps features and content and your use of such Google Maps
features and content in the Mox app is subject to the Google Maps/Google Earth
Additional Terms of Service at https://maps.google.com/help/terms_maps.html
(including the Google Privacy Policy at https://www.google.com/policies/privacy/).

Mox is not a party to any contractual arrangements entered into between you
and a third party unless Mox expressly specifies or agrees otherwise.

6. Hyperlinks

(@)

The Mox app may contain hyperlinks to third party websites or mobile
applications.
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(b)

(c)

Mox does not maintain or control any third party website or mobile application
hyperlinked on the Mox app and is not responsible for them — the hyperlinks
appear for information purposes and are for your convenience only.

Your access to and use of any third party website or mobile application is at your
own risk and subject to the terms of that third party website or mobile application.

7. Third Party Contributions

(@)

(b)

The Mox app may contain materials and other contributions from third parties
(including merchants and individuals).

The display of any materials and other contributions from a third party on the
Mox app do not:

(i) constitute an endorsement by Mox of such materials and contributions
(including any opinions expressed by the third party) — any opinions
expressed by the third party are those of the third party and do not
necessarily reflect the opinions of Mox; or

(i) assert or imply Mox’s endorsement, recommendation, favouring,
investigation, verification or monitoring of the third party or their products
or services.

Please also note that all offers, products, services, presentations, classes,
events or other related activities provided by a third party are subject to the Mox
disclaimer on the Mox app and our website.

(a)

(b)

Using the Mox app Responsibly

The Mox app belongs to us and you must only use it for the purposes set out in
these terms.

All content on the Mox app is the responsibility of the person from whom it
originated. This means that you, and not us, are entirely responsible for all
content that you upload or otherwise make available via the Mox app.

You must only install applications from the App Store or Google Play on your
device on which you install the Mox app and not override the device’s operating
system, e.g. by “jailbreaking” or “rooting” the device.

You must not install or launch the Mox app or digital wallet if your device
contains any pirated, hacked, fake or unauthorised applications.

You must not act fraudulently or maliciously in relation to the Mox app or its
features, including by reselling, copying, modifying, adversely effecting, reverse
engineering or tampering with the Mox app in any way, or assist anyone else to
do any of these things, unless you have been authorised to do so.

You must not use the Mox app in any unlawful manner or in contravention of any
agreement with us.
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(9) Any information or document transmitted through the Mox app is subject to risks
of delay, loss, diversion, alteration, corruption and other risks associated with
hardware and software failure.

9. Switching on Certain Functions on Your Device
On the device you install the Mox app on, we may ask you to switch on certain functions,
such as the camera function and location services, and to share your contacts list with
us. This will allow you to enjoy certain functions on the Mox app. If you agree to turn on
these functions, we may for example, track your geolocation and IP address when you
make transactions. For security reasons, taking screenshots and video recording will not
be available on the Mox app.
10. If You Suffer any Loss
We will not be responsible for any loss you suffer from any use of or access to the
Mox app, or as a consequence of:
(a) not being able to use or access the Mox app or any services within the Mox
app, unless your loss is caused by our negligence, fraud or wilful default;
(b) issues with your device or network connection;
(c) access or use of the Mox app by any other person who uses your passcode
to access the Mox app on your device;
(d) any information, goods or services provided via a third party website or
mobile application which the Mox app provides a hyperlink to;
(e) any third party’s fraudulent or negligent actions; or
() you not complying with your obligations under these terms.
If any law requires us to be responsible for any of your loss, we will be responsible
only to the extent of re-supplying the services via the Mox app or the cost of re-
supplying those services.
11. If We Suffer any Loss

You will indemnify, hold harmless and defend us against any liabilities and costs suffered
by us as a result of:

(a) use of the Mox app; or
(b) breach of these terms,

by you or any other person (where such person was able to use the Mox app using your
logon credentials).
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12. Suspending or Cancelling Access

We may suspend or cancel your access to the Mox app at our sole discretion, for
example:

(a)

to protect our business;
to protect you or us from fraud or other loss;
if you have not used the Mox app in accordance with these terms; or

where we have reasonable grounds to believe that your use of the Mox app
breaches the laws or regulations of Hong Kong or any other country.

If we do suspend or cancel your access, we’ll usually give you advance notice with
reasons for our decision. However, we’re not required to give you any such notice or
reasons.

13. We Own All Intellectual Property

(a)

All rights (such as copyright) in relation to the contents (such as trademarks, text,
graphics, images, links and sounds) on the Mox app are owned by or licensed to
Standard Chartered PLC or one of its subsidiaries (including Mox Bank Limited).
Unless we have said otherwise, the contents of the Mox app may not be copied,
modified, downloaded, distributed, published, reused, reposted, reverse
engineered, decompiled or made any use of in any way without our prior written
consent.

“Mox”, “Standard Chartered”, “Mox by Standard Chartered”, the “Standard
Chartered Logo” and all associated logos (“Trade Marks”) are pending or
registered trade marks of Standard Chartered PLC and are used under licence
by Mox Bank Limited. You may not use the Trade Marks without prior written
consent from Standard Chartered PLC or Mox Bank Limited.

You grant to Mox Bank Limited and our controlling entities a worldwide, royalty-
free, perpetual, irrevocable, sub-licensable right and licence to use any
information or materials which you submit to Mox using the Mox app for any
purpose we deem appropriate, including, without limitation, the copying,
modification, transmission, distribution and publication thereof, unless restricted
by applicable law. You warrant and will ensure that any such information or
material you submit to Mox does not infringe the rights of any third party.

Mox is not under any obligation of confidentiality to you regarding any such
information or materials submitted to us while using the Mox app, unless required
by law.

Last updated: 13 April 2021



MO o Q s,
N

Mox fERT==\(ERIFF R AR

IS ERSTESMEIR, WA—HETBERMEASEUEERIE. FABEER (55195 Mox FERER
Be/skFEFIROAAuETRE]) RFFITTaERS R HAETELRIETR.

BERREE FRY Mox BRI RIRTEERU TERIFR.

1. Mox fEAIERS

@  Mox EREREHEEARS, BETNERMVERRES. RITREE
RERGELERRIFS, MELERRREEHRRES RN
PR,

(b)  HME—FESRT, RSB Mox BREXRERESNALRIERRERS.
BAFRIRP AR REA L BRI ERURFIRAYER Mox BRI
R TR R,

(© IR T Mox FEFEsUR — R IR Apple #9105
=, Google iy Android JR{FRASHIRE L,

@) CRBEMEEEEENE, LTHRER Mox BREL,

(6  CYRRREHIEHHERREIRIERRERER Mox IR RS,
SERTEES), (BRI IR SR S S EES MER Mox M2t
FETEE NP,

()  BRMETEREHRASTIOEEENER / LRI e EIERE
FRYESEFISER R Mox FEFBTZSt O TR,

2. wREE

@) R AR BRI R E SRR,
Mox FEFSESt—S T, RFEIRE .

(b)  CTBEBNENTEREBENEBR NIRRT AEMREAE (NS
Mox FEFSTEStRIFR) B\ Mox FEFSTESt, RFHSTEL. (EREMRIYRIIE
RGNS HEERES.

©  BAERENE, COMRENENE TR,

1

Mox Bank Limited » JAFREE A RHEFBEIEBFHITHE ("&#8") KIINBIRAT (AT4RSRK - 2732997) » HEEfthit R F EE Mt

HHEEIEI7IMA LIRS KEIME -



MO o Q s,
N

(d) EERERIERE, SRFEENMSKRINEE, MEERESKEHEH

i,

3. RESRYERER Mox [EFRER
BRECHEER Mox ERfER TS, SW/A:
(@)  (EAEE. SREHERRHREYEEIS ZaE T EABREIES,
(b)  HEREE ERETCERIEYRE

(0  FERESECHEEENEEF (PINERLERR]. BEEIRISEERRSRES) sEA
Hittfss (GIanf&ay wifi EREEERERF) RIFAANETS, {FR Mox ERIETIRIETS;

d) UEAFFEEIIRE R REREEI REEEIEHIB S (FIUNEEEIRIRTHRER) |
MEFEFLHHATHRER A Mox fERE;

()  FEUHTATHEMN Mox IEFERENS, SUTEIORE FRRmEs—RIR
e E RTINS, T ALERE Mox FEFEEE
ERFBEA0SEE A0 Mox JEFBRERt, B ATAIEETE, MR/EatbmREa
TRa

(f) TERE AR E N Mox [EFITETIRIYEHS, LABTLEZRIZRE N Mox EFRREIVE
RS HERNA;

(9) HEEREER: BIUREBRTRE. TH, E88A Mox ERENNE, ~&
EETHEREMEE, X

(h)y EHE. BRBA. EESUKAREGIVERER], SHERMEEZE Mox FOGERZ
i, MIBR Mox fERfEl, WEEFEEEBIREN Mox R, WL ERIKE
EERIA (BlanfrsE2) | TNERIRISEEFEE PRI Mox <.

NS EARIEERELITER, W /RERIHA:

(a) {FHAIE e A TRRERY Mox FEFRFENROZRS, EREAAIEMENRER Mox fEF
2=;

(b)  IERURBWANE. BREHERE, 5

(0 BREREXZEEEHIFOET.

Mox Bank Limited > fy



MO o Q s,
N

MESRITRPRGFRBRERZ, XIEREMETEIEEM Mox EREANZRKA
[AEYF Mox [ERIERMESHEAR. BRI HEBENERERERSERENFOE
TSETHERENEF, MSERMBIEAGR, SEREREETSE 3 (FFrEiE
1R / IERIEIETSIERER.

RINERE, Bf5ER:

(@)  IRPHJREEESAEELE, R THENERSEAvEY. RERE B RS
HENRMFRARREREIRE, URECHEEITZEERHRE, X

(b) HEERRE CHENZERERREIRIIEE (AIAEENEERTHES, eBik
REFREREBNIMBER) | LB SHEEERTIRETS.

4. SE#h Mox fERtER0

(@)  FFIEIAREFER Mox [BFEEl, BIE(FHME. BIFIIEEEETRLEHE

.
(b)  HMIEIFTRESEKEGEEEER Mox FEFFTENRIEH Mox FEFTER.
() 2N

(i) RIFIERERIRMFRFREIRA. BMASEELLSIE (BRI ERSRE
RIFRSCEAE:, WHREREEFISRERRERR, &

(i) R Mox EREIVREHTRA, BEI Mox ERERIRLIIRE L
IRTRHBIENR. W0AT1T, B Rk E R E PRI EIERE S
Th8E.

5. Mox FERTz=URYRTAITE

(@  EBRMETOENEHESRESER, Mox EREIAIEEXMER. BfANE
FEIEHIEEEEHER, WERE Mox EFREXAVERIRE (WEER) .

(b)  Mox EREARSURKRFE=FIFHHER (SiEEENA Mox BRREIRY
B, BN EMIRBHER) SRR TRME.

(c) WEMER Mox FERRER B B(HAISE=HIRS, VBB EBIRZE=SERE
=, f5ian, Mox FEFRELfEF Google EINEER A, H1E Mox FEFREZfE
Fi:%& Google HETHREN AE/ZEST Google ibEl/Google HEKMIINARFSIE



MO o Q e
N

X, AR https://maps.google.com/help/terms maps.html (&3F Google FA
SREBER, &5 https://www.google.com/policies/privacy/) .

(d)  B& Mox BEHEIERAEL S TRIES, Mox MAFRERSE =53] SIANE RIS 40—
7.

(@  Mox [ERENAIREE S ER =SSR EREAUBES.

(b)  Mox AT I=HEIE Mox ERER EABEERHASE =TT EuAsmal MR
E, WEHAHMLEAE - BEEERSEEFEEERmET.

(€  EEAREREHUE=SELEREEREIVABTRERR, I/RETZHE=
T 4BukER B FRTETURIIRRK.

7. B=RiRMEE
@  MoxERENAIREHER= (BEEFREA) RENFHREBAS.
(b) &£ Mox [EREIl ERRMHTRBEFE =5 H R ARSI A :

(i) 1B Mox EiZEMAIRAS (BIEZE=ZARENHIRR) 898 -
ZE=—HRENHIRREEZFE=FNER, &M Mox &
8B, 8

(i)  ZWEETs Mox B, #E. AR, BHE. KESBEZE=TEHH
FEmEIRSS.

(0 7EIR, FERF=SRENEYN. En. RS, B #2. QREEEH
fitfEEEEENYR Mox ERIETUNFAMIRIMEIEARY Mox S EZRRAMR.

8. SE{EEER Mox ERER
(@  Mox [ERENBHFITE, EREEER Mox EREUFMEFTERIRIE.

(b)  Mox [ERERIFEATIIHERBAGSE. ERTEAA (MAERM) F
Z9EIR Mox [EREl LEEEUSHATE NE R L2Eka1E.

() 7E%4 Mox EFfETRIEEE £, BRAI%42k8 App Store B Google Play £9
FEFFRETN, WASHENERERIRMERR, PUiSsE W] 5 [5#] ,

Mox Bank Limited > fy



MO o Q e
N

d) WNEREREESEAUSNR. KER. RESKREEENERRE, SRERES
FE) Mox fERfET\EEF iR,

(e)  BMEH Mox [EFTENE AR FHIGFERITR, SiElE. BR. B
FRMRZ, BRSELMEASEN Mox FEFRER, iRttt AVER BiMETSE
15, HEECERERIIBERAIBRIM.

(f) EAEER Mox BRI HEIAGIZENER BRI BRYH TR RIE.

(9) &R Mox EREVEERMEIERNSSHIHIER. BX. 5. K&, 8BRS
FE\Bg, Ao ERREH R PR R R L R RS,

9. FERIS S ERIFLETNRE
FAITREEREFIRUE RS Mox ERIETRVEE ERVRLITIRE, HINtEThRER AR
7, DRERMOZERIENER, HERREE=R Mox B IIRLIRE. SRR
FIRUELLINRE, SBHIMS, HFITLIBHHEEITRZISAIRTEMER IP ik, ERREIE
B, Mox ERiE A Ertr=amsE N E.

10. WNIEERSEAUER

FAEME(IEFAEXEN A Mox [ERtERN, SIATREMSIFESZAEER, ERMAMAS

=.

(@)  FeEfEFAZZAVA Mox FEFTEN Mox FERTESVIRMEMARES, IEmFRMIRIER
R, BRHTRANEREMmERSIHERAIERIM

(b)  IERIEEREEESRROREE;

(© NEEMEA LERZZHIAZRE LAY Mox FEATEL, St ALTHHEL
5 Mox fEfE;

(d)  WNiEB® Mox ERERLBEEER=HMIERENERE, ELEiikRE
FERE=URMURMEMER. EmokiRE

(e) (HUB=FRIEFERERRITH: =X
(f) BRBETIBESEEIETHERE.

YHEMERRERFIARSHEMERER, BRAFEASSED Mox [EREEMIEH
AR e E AR B L RIS RIRL A .



MO o Q e
N

1. EFRSEHTEX
FUATREMS  BRARZEHIEERER, CREEHMFLBE, ERfPEERE,
TR ERRE:
(a) A Mox FEFFRE.; =
(b) ERAFK,
M LTRBREHHTEMAL (MEBALELISIIBENEESER Mox ERE) 1F
.
12. E{S=EGHENAE
BMT£ERNERELEHECEERY Mox fERfEZVEVEE, Fia0:
@  LUMREBAMINET.
(b)  LUREEEFFIRZGEREEEXR
(€  WMNEIEREAIRSKER Mox ERIEIL; B
(d) IEFIESEERBEEER Mox BRENEREBEHTEEIZRAYEFTGE
.
BAIEIEEENHRERE, HMIBESHETESTEN, WiRiBBMIFILRERIE
H. M, FPELARSRG T YHTEAEIER,
13. BAERFABNEERE

(@) B Mox [EFREAE (FINME. XA, B, & EEREE) GRS
WER (fFIanhRHE) 98 Standard Chartered PLC St H—RIBAR (E#E Mox
Bank Limited) FrBsERERHMER. FRIERMISITIEE, JRIRKRFISES
EZ@EEE, Mox EREXRE—MIASEER. BH. TH. 9. L. E=EF
Fi. EE%h. BR. WEmfLUEHIA AR,

(b) [Mox] . [Standard Chartered] . [Mox by Standard Chartered| . [i&
FIEE] NMFEREEHES:S ( [#5t&] ) 198 Standard Chartered PLC 198675+
e EE MR, A Mox Bank Limited ERZEFFEA, K& Standard
Chartered PLC 8¢ Mox Bank Limited BB5cEZ2EEE, SAD]{EARPE,



MO o Q s,
N

(@)

(d)

&4%F Mox Bank Limited RFFIRIFEBREIKE. RIREFRE. KA. &
EIRIEH A PTREIRARER R AR SEFRE, LB ENBEIBER Mox FEFIRETRRR F
Mox BHHAERERK, (FRFFRAGEREIAE, BRERRRER. 12
B B, DERAM, EREAEERFARRS. BREIEHERIER T Mox
RIS B FHEERIR IS =T RIER,

&£ Mox [ERETUMIRAAHEHIERERERH, Mox HEBIEEARER
£, MEEERERIBRIM.

RIOEFHHE: 202154813 H



	210413 - Mox app Terms and Conditions (EN)_PDF (Final)
	210413 - Mox app Terms and Conditions (TC)_PDF (Final)

